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UNCLASSIFIED//

MARADMIN 308/11

MSGID/GENADMIN/CMC WASHINGTON DC HS//

SUBJ/COMMANDER ACCESS TO HEALTH INFORMATION//

REF/A/MSGID: 45 CFR 160 AND 164/YMD:20020802//

REF/B/MSGID: DODI 6025.18/YMD:20091202//

REF/C/MSGID: DOD 6025.18-R/YMD:20030124//

REF/D/MSGID: DOD 5400.11-R/YMD:20070514//

REF/E/MSGID: DODD 6490.02E/YMD:20090824//

REF/F/MSGID: DOC/ASD (HA)/YMD:20090702//

REF/G/MSGID: MSG/CMC WASHINGTON DC DMCS/142042ZAPR11// NARR/REF (A) IS THE HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT

(HIPAA) PRIVACY RULE PROMULGATED BY THE UNITED STATES DEPARTMENT OF HEALTH AND HUMAN SERVICES, REF (B) IS DIRECTIVE ON "PRIVACY OF

INDIVIDUALLY IDENTIFIABLE HEALTH INFORMATION IN DOD HEALTH CARE PROGRAMS", REF (C) IS "DOD HEALTH INFORMATION PRIVACY REGULATION",

REF (D) IS "DEPARMENT OF DEFENSE PRIVACY PROGRAM",REF

(E) IS DIRECTIVE ON "COMPREHENSIVE HEALTH SURVEILLANCE" REF (F) IS DIRECTIVE TYPE MEMORANDUM 09-006 "REVISING COMMAND NOTIFICATION

REQUIREMENTS TO DISPEL STIGMA IN PROVIDING MENTAL HEALTH CARE TO MILITARY PERSONNEL," REF G IS MARADMIN 240/11, 24TH EXECUTIVE FORCE

PRESERVATION BOARD RESULTS.// POC/FREDERICK KASS/CAPTAIN, MC, USN/HQMC-HS/COMM: 703-614-4477/DSN:

224-4477//

GENTEXT/REMARKS/1. AS DIRECTED IN REF G, THIS MARADMIN PROVIDES SUMMARY INFORMATION ON COMMANDER'S ACCESS TO HEALTH INFORMATION

REGARDING MARINES WITHIN THEIR COMMAND. IT HAS BEEN COORDINATED WITH AND APPROVED BY THE NAVY BUREAU OF MEDICINE AND SURGERY AND THE

SURGEON GENERAL OF THE NAVY. NAVY MEDICINE GUIDANCE ON THIS TOPIC TO MEDICAL PERSONNEL IS BEING DEVELOPED FOR CONCURRENT

DISTRIBUTION.

2. COMMANDERS RELY ON AN ACCURATE AND CURRENT ASSESSMENT AND VISIBILITY OF THE READINESS OF THEIR MARINES AND SAILORS, INCLUDING

THEIR PHYSICAL AND PSYCHOLOGICAL HEALTH. MUCH OF THIS INFORMATION IS COLLECTED AND MAINTAINED BY MEDICAL PERSONNEL. THE SHARING OF

MEDICAL INFORMATION, SOME OF WHICH IS SENSITIVE, IS GOVERNED BY SPECIFIC RULES OF ENGAGEMENT (REFERENCES A-F). GIVEN THE COMPLEXITY

OF THESE RULES MANY LEADERS AND MEDICAL PERSONNEL DO NOT FULLY UNDERSTAND WHAT INFORMATION CAN BE MADE AVAILABLE TO LEADERS AND

UNDER WHAT CIRCUMSTANCES. THIS MARADMIN SUMMARIZES THE RULES OF ENGAGEMENT ON MEDICAL INFORMATION SHARING IN ORDER TO STRENGTHEN THE

MEDICAL-COMMAND LINKAGE. GIVEN THE SUMMARY NATURE OF THIS DOCUMENT, LEADERS AND MEDICAL PERSONNEL SHOULD REVIEW THE REFERENCES IN

THEIR ENTIRETY.

3. PROTECTED HEALTH INFORMATION (PHI) IS INFORMATION THAT IS CREATED OR RECEIVED BY A COVERED ENTITY AND RELATES TO THE PAST,

PRESENT, OR FUTURE PHYSICAL OR MENTAL HEALTH OF AN INDIVIDUAL AND CAN BE USED TO IDENTIFY THE INDIVIDUAL. INDIVIDUALS AND

INSTITUTIONS THAT MUST FOLLOW THE HIPAA REGULATIONS ARE REFERRED TO AS COVERED ENTITIES. SALIENT COVERED ENTITIES INCLUDE:

A. HEALTH PLANS, INCLUDING HEALTH INSURANCE COMPANIES, HMOS, COMPANY HEALTH PLANS, AND CERTAIN GOVERNMENT PROGRAMS THAT PAY FOR

HEALTH CARE, SUCH AS MEDICARE AND MEDICAID.

B. HEALTH CARE PROVIDERS, INCLUDING DOCTORS, CLINICS, HOSPITALS, PSYCHOLOGISTS, CHIROPRACTORS, NURSING HOMES, PHARMACIES, AND

DENTISTS.

4. A SERVICE MEMBER'S AUTHORIZATION IS NOT REQUIRED PRIOR TO RELEASING PHI TO A MILITARY COMMAND AUTHORITY IF THE INFORMATION IS

NEEDED TO DETERMINE THE IMPACT OF THE MEMBER'S HEALTH STATUS ON THE COMMAND'S READINESS AND MILITARY MISSION. A COVERED ENTITY NEED

NOT FIRST OBTAIN AUTHORIZATIONS FROM INDIVIDUALS WHO ARE ARMED FORCES PERSONNEL TO USE OR DISCLOSE THEIR PHI FOR ACTIVITIES DEEMED

NECESSARY BY APPROPRIATE MILITARY COMMAND AUTHORITIES TO ASSURE THE PROPER EXECUTION OF THE MILITARY MISSION.

A. MANY MARINE LEADERS DO NOT MEET THE QUALIFICATIONS OF AN APPROPRIATE MILITARY COMMAND AUTHORITY. APPROPRIATE MILITARY COMMAND

AUTHORITIES ARE COMMANDING OFFICERS OR OTHER PERSON DESIGNATED, TYPICALLY IN WRITING, BY THAT COMMANDING OFFICER TO RECEIVE PHI TO

CARRY OUT A MILITARY ACTIVITY. TO QUALIFY AS AN APPROPRIATE MILITARY COMMAND AUTHORITY, THE COMMANDING OFFICER OR APPROPRIATE

DESIGNEE GENERALLY MUST BE IN THE INDIVIDUAL'S CHAIN OF COMMAND.

B. CIVILIAN COVERED ENTITIES MAY ALSO SHARE PHI TO MILITARY COMMAND AUTHORITIES IN CIRCUMSTANCES IN WHICH A MEMBER'S HEALTH STATUS

IS LIKELY TO AFFECT THE MEMBER'S ABILITY TO COMPLETE HIS OR HER MILITARY MISSION. TO IMPROVE THE QUALITY AND TIMELINESS OF

INFORMATION COMMUNICATED FROM CIVILIAN COVERED ENTITIES, COMMAND AUTHORITIES ARE ENCOURAGED TO DEVELOP MEMORANDA OF

AGREEMENT/UNDERSTANDING WITH CIVILIAN INSTITUTIONS THAT FREQUENTLY PROVIDE MEDICAL SERVICES TO MARINES AND SAILORS.

C. ACTIVITIES THAT QUALIFY AS MILITARY MISSION INCLUDE:

1. DETERMINING THE MEMBER'S FITNESS, INCLUDING COMPLIANCE WITH STANDARDS AND ACTIVITIES IN SPECIFIED DOD DIRECTIVES, AND SIMILAR

REQUIREMENTS.

2. DETERMINING FITNESS TO PERFORM ANY PARTICULAR MISSION, ASSIGNMENT, ORDER, OR DUTY, INCLUDING COMPLIANCE WITH ANY ACTIONS REQUIRED

AS A PRECONDITION TO PERFORMANCE THEREOF.

3. CARRYING OUT COMPREHENSIVE MEDICAL SURVEILLANCE ACTIVITIES (REF E).

4. REPORTING ON CASUALTIES IN CONNECTION WITH A MILITARY OPERATION OR ACTIVITY ACCORDING TO APPLICABLE MILITARY REGULATIONS OR

PROCEDURES.

5. CARRYING OUT ANY OTHER ACTIVITY NECESSARY TO PROPER EXECUTION OF THE MILITARY MISSION.

6. MEDICAL APPOINTMENT REMINDERS CONCERNING ARMED FORCES PERSONNEL ARE PERMITTED TO BE SHARED WITH COMMAND AUTHORITIES. COMMAND

AUTHORITIES AND/OR THEIR DESIGNEE MAY REQUIRE NOTIFICATION OF MEDICAL APPOINTMENTS FOR ARMED FORCES PERSONNEL TO DETERMINE FITNESS

FOR DUTY AND TO ENSURE PROPER EXECUTION OF THE MILITARY MISSION. MEDICAL APPOINTMENT NOTIFICATIONS INCLUDE TREATMENT REMINDERS

(PHYSICALS, IMMUNIZATIONS, LABORATORY, ETC.) AND NOTIFICATIONS OF MISSED AND CANCELLED APPOINTMENTS. FOR COMMAND AUTHORITIES,THE

INFORMATION ON MEDICAL APPOINTMENT REMINDERS DOES NOT INCLUDE THE RIGHT TO KNOW THE SPECIFIC CLINIC (FOR EXAMPLE MENTAL HEALTH) IN

WHICH THE SERVICE MEMBER HAS AN APPOINTMENT SCHEDULED.

5. PHI SHOULD BE PROVIDED BY COVERED ENTITIES IN RESPONSE TO PROPER REQUESTS BY APPROPRIATE MILITARY COMMAND AUTHORITIES. ANY

DISCLOSURE OF PHI TO COMMAND AUTHORITIES MUST BE LIMITED TO THE MINIMUM NECESSARY TO ACCOMPLISH ASSESSMENT OF THE IMPACT OF THE

MEMBER'S HEALTH STATUS ON THE MILITARY MISSION. DISCLOSURE OF PHI TO COMMAND AUTHORITIES SHOULD ONLY BE ON A NEED-TO-KNOW BASIS. 

6. SPECIAL RULES APPLY TO DISCLOSURE OF PHI RELATING TO MENTAL HEALTH OR SUBSTANCE ABUSE PROBLEMS. FOR THESE CONDITIONS PROVIDERS

"SHALL PROVIDE THE MINIMUM AMOUNT OF INFORMATION TO SATISFY THE PURPOSE OF THE DISCLOSURE. IN GENERAL, THIS SHALL CONSIST OF THE

DIAGNOSIS; A DESCRIPTION OF THE TREATMENT PRESCRIBED OR PLANNED IMPACT ON DUTY OR MISSION, RECOMMENDED DUTY RESTRICTIONS, AND THE

PROGNOSIS." 

7. MTF'S ARE RESPONSIBLE FOR ESTABLISHING POLICIES AND PROCEDURES REGARDING THE USE AND DISCLOSURE OF INDIVIDUALLY INDENTIFIABLE

HEALTH INFORMATION TO COMMANDS AND OTHER COVERED ENTITIES. AT A MINIMUM MEDICAL TREATMENT FACILITIES SHOULD:

A. MAINTAIN AN APPROVED ROSTER OF COMMANDERS AND OTHER PERSONS WHO MAY ACCESS UNIT MEMBERS PHI ON THE COMMANDER'S BEHALF.

B. DEVELOP CRITERIA FOR REQUESTS TO ENSURE RELEASE OF ONLY THE MINIMUM NECESSARY PHI (FOR EXAMPLE, CASES REQUIRING A CLINICAL

SUMMARY RATHER THAN THE ENTIRE MEDICAL RECORD).

C. ESTABLISH A POLICY TO DESIGNATE AUTHORITY, WITHIN AN MTF, FOR RELEASE OF PHI.

D. ENSURE PROPER TRAINING OF PERSONNEL ON THE TYPES OF INFORMATION THAT QUALIFY AS PHI AND THE CIRCUMSTANCES THAT REQUIRE AN

ACCOUNTING FOR PHI DISCLOSURE.

E. ENSURE THAT LOCAL POLICIES AND PROCEDURES INCLUDE CONSIDERATION OF CIRCUMSTANCES THAT DUTY CREWS ENCOUNTER. EDUCATE PERSONNEL ON

LOCAL POLICIES CONCERNING ROUTINE PHI REQUESTS FROM COMMANDERS NECESSARY FOR MILITARY MISSION IMPACT DETERMINATIONS.

8. COMMAND AUTHORITIES ARE NOT ALLOWED ACCESS TO PHI REGARDING A SERVICE MEMBER'S FAMILY EVEN IN THE CASE WHEN THE ACTIONS AND/OR

CONDITIONS OF A FAMILY MEMBER MAY NEGATIVELY IMPACT THE SERVICE MEMBER'S ABILITY TO PERFORM HIS/HER MILITARY MISSION.

9. COMMANDERS ARE ENCOURAGED TO WORK WITH THEIR LOCAL MEDICAL TREATMENT FACILITY LEADERSHIP TO CREATE GUIDELINES AND PROCEDURES,

ALIGNED WITH REFERENCE (A-F), THAT ENHANCE EFFECTIVE COMMUNICATION TO OPTIMALLY MEET THE NEEDS OF THE MARINE OR SAILOR, THE

COMMANDER AND THE MEDICAL TREATMENT FACILITY. SUCH EFFORTS HAVE THE POTENTIAL TO SIGNIFICANTLY AID THE COMMANDERS' ABILITY TO TRULY

KNOW THEIR MARINES AND SAILORS.

10. POC FOR THIS MESSAGE IS FREDERICK KASS, HQMC-HS, CAPTAIN, MEDICAL CORPS, FREDERICK.KASS@USMC.MIL OR (703) 614-4477.

11. RELEASE APPROVED BY RDML M. H. ANDERSON, DIRECTOR, HEALTH SERVICES.//

Canc  Frp:  May2012
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BUMED NOTICE 6150
From:
Chief, Bureau of Medicine and Surgery

To:
Ships and Stations Having Medical and Dental Personnel

Subj:
COMMANDER’S ACCESS TO PROTECTED HEALTH INFORMATION 

Ref: 
(a)
45 CFR 160 AND 164, Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule promulgated by the United States Department of Health and Human Services 2 Aug 2002 

(b)  DODI 6025, Directive on Privacy of Individually Identifiable health Information in DOD Health Care Programs of 2 Dec 2009
           
(c)
DOD 6025.18-R, Department of Defense Health Information Privacy Regulation of 24 Jan 2003 
         
(d)
DOD 5400.11-R, Department of Defense Privacy Program of 14 May 2007

(e)
DODD 6490.02E, Directive on Comprehensive Health Surveillance of 24 Aug 2009


(f)
DOC/ASD (HA) Memorandum, Revising Command Notification Requirements to Dispel Stigma in Providing Mental Health Care to Military Personnel of 2 Jul 2009


(g) MANMED, Chapter 16
1.  Purpose.  This BUMED Notice provides summary information on Commander’s access to protected health information regarding Service Members within their command.  
2. Background.  The Privacy Act, 5 U.S.C. 552A, contains an exception which allows for disclosure to “those officers and employees of the agency which maintains the record in the performance of their duty.”  Likewise, HIPAA allows for a specific military exception as governed by reference (c).  Access, however, must be balanced with the recognized sensitivity of medical records, which contain information of a very private nature.  The sharing of medical information is governed by specific rules (references a-f).  Given the complexity of these rules, many leaders and medical personnel do not fully understand what information can be made available to leaders and under what circumstances.  This BUMED NOTICE summarizes the specific rules of medical information sharing.  Given the summery nature of this document, leaders and medical personnel should review the references in their entirety.

3. Protected Health Information (PHI) is information that is created or received by a covered entity and relates to the past, present, or future physical or mental health of an individual and can be used to identify the individual.  Individuals and institutions that follow the HIPAA regulation are referred to as Covered Entities.  Salient Covered Entities include: 

a. Health plans, including health insurance companies, HMOs, company health plans, and certain government programs that pay for health care, such as Medicare and Medicaid
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b. Health care providers, including doctors clinics, hospitals, psychologists, chiropractors, nursing homes, pharmacies, and dentists.

4. Action.  Before a Commander or designee gains access to an individual’s PHI, he or she must establish a need for those records IAW reference (c), paragraph C7.11.  A service member’s authorization is not required prior to releasing PHI to a military command authority if the information is needed to determine the impact of the member’s health status on the Command’s military mission.  A Covered Entity need not first obtain authorization from individuals who are armed forces personnel to use or disclose their PHI for activities deemed necessary by appropriate command authorities to assure the proper execution of the military mission.

a.
Appropriate military command authorities are Commanding Officers or other person designated, typically in writing, by that commanding officer to receive PHI to carry out a military activity.  To qualify as an appropriate military command authority, the Commanding Officer or appropriate designee generally must be in the individual’s chain of command.

b. Civilian covered entities may also share PHI to military command authorities in circumstances in which a member’s health status is likely to affect the member’s ability to complete his or her military mission.  To improve the quality and timeliness of information communicated from civilian covered entities; command authorities are encouraged to develop Memoranda of Agreement/Understanding with civilian institutions that frequently provide medical services to Service Members.

c. Activities that qualify as Military Mission include:

(1)  Determining the member’s fitness, including compliance with standards and activities in specified DoD directives, and similar requirements.


(2)  Determining fitness to perform any particular mission, assignment, order, or duty, including compliance with any actions required as a precondition to performance thereof.

(3)  Carrying out comprehensive medical surveillance activities (reference e).

(4)  Reporting on casualties in connection with a military operation or activity according to applicable military regulations or procedures.



(5)  Carrying out any other activity necessary to the proper execution of the military mission.

(6)  Medical appointment reminders concerning armed forces personnel are permitted to be shared with command authorities.  Command authorities and/or their designee may require notification of medical appointments for armed forces personnel to determine fitness for duty and to ensure proper execution of the military mission.  

BUMEDNOTE 6150
BUMED-M3/5 
29 April 2011
BUMED NOTICE 6150
Medical appointment notifications include treatment reminders (physicals, immunizations, laboratory, etc.) and notification of missed and cancelled appointments.  For command authorities, the information on medical appointment reminder does not include the right to know the specific clinic (for example, Mental Health) in which the service member has an appointment scheduled.

5.   PHI should be provided by covered entities in response to proper requests by appropriatemilitary command authorities.  Any disclosure to command authorities must be limited to the minimum necessary PHI to accomplish assessment of the impact of the member’s health status on the military mission.  Disclosure of PHI to command authorities should only be on a Need-to-Know basis.

6.  Special rules apply to disclosure of PHI relating to mental health or substance abuse problems.  Providers have additional responsibilities to include:

a.   Health care providers shall balance notification of a member’s commander with operational risk management, as with any other health concern.

b.  PHI disclosure “shall provide the minimum amount of information to satisfy the purpose of the disclosure.  In general, this shall consist of the diagnosis; a description of the treatment prescribed or planned impact on duty or mission, recommended duty restrictions and the prognosis.”

7.  MTFs are responsible for establishing policies and procedures regarding the use and disclosure of individually identifiable health information to commands and other covered entities.  At a minimum, Medical Treatment Facilities should:

a. Maintain an approved roster of Commanders and other persons who may access unit members’ PHI on the commander’s behalf. 


 b. Develop criteria for requests to ensure release of only the minimum necessary    PHI (fro example, cases requiring a clinical summary rather than the entire medical record).

c.  Establish a policy to designate authority, with an MTF, for release of PHI.

d.   Ensure proper training of personnel on the types of information that qualify as PHI and the circumstances that require an accounting for PHI disclosure.

          e.   Ensure that local policies and procedure include consideration of     circumstances that duty crews encounter.  Educate personnel on local policies concerning routine PHI requests from Commanders necessary for military mission impact determinations.
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8.  Command authorities are not allowed access to PHI regarding a service member’s family even in the case when the actions and/or conditions of a family member may negatively impact the service member’s ability to perform his/her military mission.

9.  Command authorities are not allowed access to PHI regarding a family member’s family even in the case when the actions and/or condition of a family member may negatively impact the service member’s ability to perform his/her military mission.

10.  Commanders are encouraged to work with their local Medical Treatment Facility leadership to create guidelines and procedures, aligned with references (a-f) that enhance effective communication to optimally meet the needs of the Service Member, the Commander and the Medical Treatment Facility. 

11. Cancellation Contingency.   Retain until incorporated into reference (g).




A. M. ROBINSON, JR.
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